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A) 1t has been informed by UIDALI that every Aadhaar letter, PVC card or downloaded ¢-
Aadhaar contgins a Secure QR Code, which is tamper-proof digitally signed and containg the
essential demographic details and photograph of the Audhar holder. ‘This QR code con be
scanned offline using the official Aadhaar QR scanner app (Android/108 ) or UIDAT'S desktop
QR code reader, without intemnet conneclivity.

¥
B) In view of above, it is requested 1o direct concerned authoritics / officers under your
administrative control 10:

Ensure offline QR code verification of Aadhar before accepling it as proof ol identity.

-

Advise ci;.izens with older Aadhaar versions (without or with outdated QR codes) lo download
the latest Aadhaar from the UIDAI portal or mAadhaar app.

proved applications for QR code verification.

Use only UIDAI -ap
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R GOVERNMENT OF PUN)AB
e b . DEPARTMENT OF GOOD GOVERNANCE & INFORMATION TECHNOLOGY

No: DGR-PSeG/93/2025/e-942061/ /11714232025 Date: 11-08-2025
To

All Administrative Sccretaries,
Government of Punjab.

Subject: Regarding OMine Verifieation of Aadhaar through Secure QR Code.

. Reference is invited to DO No, 13079/55/2021-AUTH-Il HQIC/-607472011 dated
16.07.2025 from the Chief Exceutive Officer, UIDA] (copy enclosed along with FAQs),
regarding offline verification of Aadhaar to prevent us of fake or manipulated Aadhaar
documents

% Ithas been informed by UIDAT that every Aadhaar leter, PVC card, or downloaded
¢-Aadhaar contaips » Secure QR Code, which is tamper-proof, digitally signed, and
contains the essentia) demographic details and photograph of the Aadhaar holder. This
QR code can be scanned offline using the official Asdhaar QR Scanner App
(Android/iOS) or UIDAN's desktop QR Code Reader, without intemet connectivity.

3. In view of bove, it is requested to direct concerned authorities/officers under your
edministrative contro] to:

b) Advise citizens with older Aadhaar Versions (without or with outdated QR codes)
1o download the latest Aadhaar from the UIDA] portal or mAadhaer app,
¢) Use only UIDAI-approved applications for QR gode verification.
4. This letter s issued after approval of ACS, DGG&IT on file ne. e-942061.

|
I e
4, \,
Vinesh Ga‘ft/am,
General Manager (Technical)

vinesh.gaotam@punjab.gov.in
Endst. No: DGR-PSeG/93/2025/e-942061/ I/1171423/2025 Date: 11-08-2025

A copy of above is forwarded to The Director, UIDAI, RO Chandigarh for iyformation pleasc:

\

\
A

Vinesh Gautam,
' General Manager (Technical)
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Annexure

Fregue v
quently Asked Questions (FAQs) on Aadhaar Secure QR Code

Lo What is (e Andhaar Seeure QR Code?

The Andhar S
I adhane Secure QR Code is 0 amper-proof, digitully signed code prinmed on Awdlise
Crers, PV o 3 . F 2
% C eurds, and e-Aadhaar documents. 1t contuins the resident’s essentinl demogsaphic
“n i i ‘ .
Phutagraph data in an enerypred farmat, which ean be securely read only using UIDADS

olMicis = i . . ) = )
Micial QR cude scanner application. No other generic QR scanmer app e read this seeuw
QR code. "

2. What information is contained in the Securt QR Code?
The Secure QR Code contains:
=  Name
«  Gender
+  Date ol Bidh
»  Address (punial or full, depending on Audhaar format)
»  Photograph (as captured during Aadhaor enrolment/updine)
< Last 4 digits ol Awdhaar number (it some cases)

3. How does the Seceure QR Code safegunrd Aadhaay informuation?
The informution inside the Seoure QR Code is:

«  Digitally signed by UIDAL: ensures that it cannot be timpered with or reereatid.
Enerypted: only UIDAL ‘s ofTicial scanner Sun deervptand validae .

Reud-only: no one can modily the datu embedded in the code,
Photograph-verilied: the photograph in the QR code can be compared against the

person presenting it

4. Why is QR ende verification important?
Viswul copies of Aadhaar documents cin be easily edited using photo editing tovls. QR code
verification:

+  Reveuls the original UIDAI-igsued data insiamly
o Flags ony mismatch between printed details und actual records

11
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4 Who shautd vse QR Code verification?

Paeny mdividual and institution tha accepts At shoab! varrty shs auiion o "

Segure QR Code ncloding the tollowing:

e e R, S s e e
»  Telecom service providers
«  Gavemment departiments
»  Employess and landlords during KYC
- Nuotaries, advocates, and document veritien
«  Liven citizens, for their own assuranee

10. What are UIDALDs recammendations on using QR code veritication?

o Never accept nn Aadhuar document without scanning the O code

Alwass campare the photogrph shown on the seamer witl the peroa poocnin
e Useonly UIDAl-spproved scanness aid apps.

o ducate stafT and stakeholders to edopt QR-first verilication procuoases.

Do not secept the document if informaton and photograph on the Auttac cod o

ot nusteh with the information aad photogreph obtainvd through scanming the D o
: . T g . ” 1407

+  Repat the incident to UIDAL via hetp@uidet gov.in or cal 1954

« Alert local authorilies and police, if fraud i suspected
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ﬂ Aadhaar QR Sepnpeer Mohile App (AndroiliOS)

Doventsind e Play Stare of App Store
" Oponthe app - Seleay Sivdbinr OR Sesener™ - Pointat the QR cuie
= The verined detls e, DOD, phato. ete.) will appear. if wenuin

Works, oThine. does not need internet connection o wark

6. What happos i the Andhaar oard does net havea QR code or the G code printed
e i ix from an oldee version?

The Asedlizrar ssnstber holder s e wdvised tdownloerl the atest Aidbaar by using the My
Aadhour ponat . i ¢ orm=Adhig mobils anp, The dewnlondged
Aandiane Will fas e G apedsied demls 59 the Asdhoar mauher fostder s weil as fhe seenrs QR

conde,

7. Whas happeas if e Aadhaae doceniont i Toke ov sliered?

[ soneene pecants i Aadhaar document with mamipulated texz or photaeanh, the OR cod.
cean will i to sadidaie or show mismatehed details, Tnosuel cages:

The seaseer will cither not display afiy dnta, or

L
o The disi displaved Train the QI cenle sion™t mateh with e intivmstinn prised oo
o T et o o red g TorForgery o mixuse

) ‘ade ao efleviave deteerent agniog Bandulent Aadhaar use,
[“1is sizhes Secire QR Cadeang i u andulent Nadhaar use
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